
• Social networks are tools 
used to keep in contact with 
friends, but they hide many 
dangers. In fact, it is really 
easy to create a fake profile: 
be careful because you 
have no idea who could be 
hiding behind a username!

• Aside from meeting people 
with bad intentions, you may 
receive content not suitable 
for your age, like photos and 
videos that may make you 
feel uncomfortable.

Social networks

• Applications register a set of personal information, like your 
contacts and your locations, allowing for people with bad 
intentions to know where you are when you are using the app.

• Always speak with an adult before buying apps or unlocking 
new levels in games, to avoid undesirable situations.

• Only play with friends you know in person when you’re using 
applications and websites suitable for your age.

Applications

• When we use the internet, we don’t realise the amount 
of personal data we share and how others can use it 
without our permission.

• Never share your password, your home address, your 
telephone number, and your birthday. But also your 
Hobbies are private information! Be careful about what 
photos and videos you’re posting.

• Always remember: nothing is completely private 
online!

Personal data

• Data theft
• Identity theft
• Phishing
• Seeing photos and 

videos not suitable 
for your age

• Apps always know 
where you are when 
your “location” is 
activated

• Your personal 
content can be 
spread without your 
permission

Dangers

Glossary
Phishing: Phishing is a cybersecurity attack done through emails 
which allow for personal information to be stolen, by putting fake 
links in emails that can steal your password or install a file with 
malware.
Malware: a program that damages electronic devices (computer, 
tablet, smartphone).
Parental Control: tools that allow for children to be protected 

Did you know 
that…

Even your smartphone holds 

your personal information, 

 always lock it and take care 

of it!

Always lock your device 
when you are not using 
it and use long, complex 
and secret passwords to 
protect all your accounts.

Set your profile as 
private and never 
share your personal 
information with 
anyone, using, if 
necessary, a nickname.

Make sure you know the 
friends with whom you 
interact with through chats 
and social networks: only 
share content you feel 
comfortable with.

Let an adult know if you 
receive requests or content 
that makes you feel 
uncomfortable or if you 
see something not suitable 
for your age.

Ask a trusted 
adult to set up 
Parental Control 
on the devices 
you use.

Online Safety 

SANGOWith

Stay tuned and keep yourself informed on: 
www.itu-cop-guidelines.com and www.itu.int/cop 

What can you do to protect yourself online?


